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Big Data Machine

Fast Massive Secure Accurate Data Machine 
will

 consume the energy of the planet 



Speed

Security

Energy

Breaking the Barrier



Net Zero - Health - Fraud Detection     
Regulated Computing - Privacy Preserving 

Future Secure Fast Networked 
Quantum Data Machine For Public Good 



Quantum Computer

Manipulate in a programmable, fully controllable and 
flexible way quantum information

• Can perform more (types) of operations
• Many problems can be solved exponentially faster
• Vast possibilities from optimisation, machine learning, 

inventing new materials, medicines to energy, but ...
• Could be a serious threat for Cyber Security!



The Quantum Cyber Security Landscape 

every impact of the development of quantum technologies on 
the security and privacy of communications and computations

Disruptive and New opportunities  

Wallden and Kashefi, Communications of the ACM



NIST competition

super-position attack

Rewinding

Good Guys Capacity



QKD

communication complexity

Device Independent

Good Guys Capacity
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QUANTUM THREAT TIMELINE REPORT 2023



The urgency of moving to quantum-safe cryptography varies for each 
organization, based on its security needs and risk tolerance. 





Quantum Communication Infrastructure 

European Union
EuroQCI Project

China
3000km distance

Satellite connection

USA
Blueprint for a 

quantum internet









Privacy  = Integrity = Scalability = Quantum Link



Quantum Computer + Quantum Communication

Quantum Internet



Quantum network stages 

Quantum internet: A vision for the road ahead, Stephanie Wehner, David Elkouss, Ronald Hanson Science 2018





https://wiki.veriqloud.fr/

Quantum Protocol Zoo





Use-case for future 
Quantum Internet



Use-case for future 
Quantum Internet

Challenge: New Threat models on authentication

Solution: Design an authentication system using unclonable quantum tokens

Challenge: Aggregation of sensitive data from mistrustful parties

Solution: Make privacy by-design long-term secure with the help of quantum resources

Challenge: Cross-platform finance

Solution: Design a Quantum SWIFT system
secure cross-chain operations using unforgeable quantum tokens

Challenge: Data Privacy with Quantum Machine learning

Solution: Use the noise of quantum networks to make QML private by-design



Current Pain Point Quantum Cloud Provider  

No privacy -  No verifiability 

Data, Algorithms, Outcomes are all knowns to 
hardware provider



Quantum-safe quantum cloud infrastructure

M

classical secure module

Qline: clients' data encryption

Gate teleportation: computing on encrypted quantum data







By 2028, extending beyond the NISQ-era with 10 a million quantum operations, which will 
enable the exploration of applications associated with the simulation of chemical processes, 
helping to improve catalyst design for example. 

By 2032, demonstrating large-scale error correction capabilities with 10 billion quantum 
operations, with applications including accelerated drug discovery. 

By 2035, achieving quantum advantage at scale through reaching 10 a trillion quantum 
operations, enabling applications such as optimising the production of clean hydrogen. 



Quantum Utopia: Secure Quantum Data Center 


