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Big Data Machine

Collection/Correlation/Communication/Trading

Fast Massive Secure Accurate Data Machine
will
consume the energy of the planet
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Breaking the Barrier
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quantum keys QKD / BB84

protects symetric keys with optical link (fiber or sat)
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Future Secure Fast Networked
Quantum Data Machine For Public Good

Quantum Secured Classical Optical Interconnect Network
Virtual quantum secured classical optical networks ( A)
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Quantum Computer

Manipulate in a programmable, fully controllable and
flexible way quantum information

| ——————

- Can perform more (types) of operations

- Many problems can be solved exponentially faster

- Vast possibilities from optimisation, machine learning,
inventing new materials, medicines to energy, but ...

- Could be a serious threat for Cyber Security!



The Quantum Cyber Security Landscape

every impact of the development of quantum technologies on
the security and privacy of communications and computations

Disruptive and New opportunities

Wallden and Kashefi, Communications of the ACM



Good Guys Capacity
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NIST competition

Rewinding

super-position attack




Good Guys Capacity
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Quantum effort worldwide

CA$1.36b = $1.1b0

Quantum Canada |

United Kingdom
£1b = $1.3b

Netherlands

Global
effort 2021

$24.4b
(estimate)

765m € = $904m

Germany

2.6b € = $3.1b

China

Russia

France
1.8b € = $2.2b

Austria
107m € = $127m

US National Quantum
Initiative $1.2b

©2021 QURECA Ltd - Confidential and Proprietary

European

P50b = $663m

South Korea
W44 5b =$37m

Japan
¥50b = $470m

i

a\ Taiwan

NT$8b = $282m

Australia
AU$130m = $98.5m

India
¥73b = $1bn

New Zealand
$36.75m

Quantum Flagship
1b € = $1.10

Israel 1.2mb = $380m

Singapore

S$150m = $109m




Understanding

Quantum Technologies

Sixth edition — 2023

Olivier Ezratty
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2D MOT produces a collimated
beam of atoms, allowing for higher
neutral atom density and faster
loading than an effusive oven.

abc tiling of electrodes
for conveyor belt
transport.

RF tunnels to implement inner and outer RF
electrodes. lons are trapped 70 m below the
trap surface.
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(00
racetrack size
6.58 mm x 2.02 mm

for 32 qubits

lon configuration and beam

lon configuration

lon configuration and beam Storage ion

direction for 2Q gates. Large and beam directions for state preparation  configuration in
orange circles represent directions for 1Q and measurement (SPAM) conveyor belt
171¥b+ while smaller purple gates on left operations on left 171Yb+ with region.

circles represent 138Ba+. 171Yb+. micromotion hiding on right

Viyby,

yellow arrows indicate the Doppler
sheet beam direction while blue
arrows indicate the Doppler
repump sheet beam direction.

green curved zones are conveyor
belt regions for ion storage.

top blue zones are UG01-UG04 gate
zones (from right to left), used for
sorting but not quantum
operations.

grey loops are RF electrodes.

bottom blue zones are DG01-DG04
(from left to right), used for
guantum operations.

QUANTINUUM



100,000-qubit
quantum-centric
supercomputer

Classical connections

- Quantum connections
Transducers to
optical interconnects

2053

IBM Quantum System Two
25,000-qubit cluster

IBM Quantum



QUANTUM THREAT TIMELINE REPORT 2023
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The urgency of moving to quantum-safe cryptography varies for each
organization, based on its security needs and risk tolerance.
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COMPUTER ABLE TO BREAK RSA-2048 IN 24 HOURS
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Quantum Communication Infrastructure

Report of the DOE From Long-distance Entanglement to

Building a Nationwide Quantum Internet

........

Wl 7
S-. S . s 4 February 5-6, 2020

China

European Union

Blueprint for a _ 3000km distance
EuroQCI Project

quantum internet Satellite connection
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quantum keys QKD / BB84
protects symmetric keys with optical link (fiber or sat)
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post-quantum cryptography
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Privacy = Integrity = Scalability = Quantum Link

Development Roadmap | gy IBM Quantum

R
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communication ()

ENTANGLED NETWORKS
MULTIQORE TECHNOLOGY
HARDWARE SOFTWARE
«LIGHT * ALGORITHM
COLLECTION LIBRARY
SYSTEM * OPTIMIZING
* FABRIC SWITCH COMPILER

* REAL TIME
CONTROL
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Quantum Internet

QUANTUM
INTERNET
ALLIANCE




Quantum network stages

Quantum computing Leader election, fast byzantine agreement,...
: Clock synchronization, distributed quantum
Few qubit fault tolerant = computation,...
-l
Quantum memo ; Blind quantum computing, simple leader
Y = election and agreement protocols,...
(<)
=
Entanglement generation o Device independent protocols
o
=
Prepare and measure Quantum key distribution, secure
identification,...
Trusted repeater Quantum key distribution (no end-to-end
security)
Stage of quantum network Examples of known applications

Quantum internet: A vision for the road ahead, Stephanie Wehner, David Elkouss, Ronald Hanson Science 2018




The Quantum Protocol Zoo

Shraddha Singh,! Mina Doosti,? Natansh Mathur,!*® Rhea Parekh,'* Gozde Ustiin,! Bas Dirkse,> %7

Victoria Lipinska,”® Jérémy Ribeiro,” ¢ Mahshid Delavar,? Niraj Kumar,? Gliucia Murta,® ©
Atul Mantri,? Celine Chevalier,® Harold Ollivier," Marc Kaplan,’ and Elham Kashefi''?:*
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Engineering and Physical Sciences FLAGSHIP
Research Council O




vantum
Protocol
oo

Main page

News

Protocol Library
Certification Library

Nodal Subroutines
Codes Repository
Knowledge Graphs
Submissions
Categories

Supplementary
Information

Recent Changes
Contact us
Help

Quantum Protocol Zoo

https://wiki.verigloud.fr/

Page Discussion

Protocol Library

Functionality
Anonymous Transmission

Authentication of Classical Messages

Authentication of Quantum Messages

Read Edit Viewl

Protoc
GHZ-based Quantum Anonymous Transmission
Verifiable Quantum Anonymous Transmission
Uncloneable Encryption
Purity Testing based Quantum Authentication
Polynomial Code based Quantum Authentication
Clifford Code for Quantum Authentication
Trap Code for Quantum Authentication
Auth-QFT-Auth Scheme for Quantum Authentication
Unitary Design Scheme for Quantum Authentication

Naive approach using Quantum Teleportation




Quantum Cheque

Quantum Coin
(Quantum) Money
Quantum Token

Quantum Coin

This example protocol# is a private-key protocol which implements Quantum Money, a unique object generated by a Trusted Third Party (TTP). It is then circulated ¢
untrusted Clients (Transferability). Each Client Should be able to prove the authenticihl Af hiece Acnauinad Allantiirmm maAanav tA a varifiar MNin tha Athar hanA aAan advarean:s mi
in coun*-=*-*= = *-- —--—*+-— —-—-----=4 gyerwhelmingly high probability (Unforge ¥ master ~  protocols / QuantumToken / QuantumTokenBank.py /<> Jump

Contents [hide]

1 Outline
2 Notations

Harold Ollivier code review: typos + 1 bug ...

A2 1 contributor

3 Requirements
79 lines (75 sloc) 3 KB

4 Knowledge Graph

T 1 from random import randint, random, sample
2 from time import sleep
3 from cqc.pythonLib import CQCConnection, qubit
( ) 4
Money 5
\ J 6 cheating = 0
7 wait = 2
2 N 8 N=2
Quantum Coin 9 M=8
\ ) 10 random_pair_number = []
11 Bank_bits2 = [ [] for i in range(M) ]
12 Bank_bits = [ [] for i in range(M) 1]
Quantum Coin Quantum Coin 13 Bank_basis = [[] for j in range(M)]
e (Gustomen 14  token = [[] for i in range(M)]
15 outcomes_from_merchant = []
16 s = []
o N 17 def distributing_money():
Cepe 18 global cheating
19 print("The first part is starting and The bank prepare the money")

20 with CQCConnection("Alice") as Alice:

L Non Separable Classical Classical "
Classical Multi Qubit Channel (Error Channol Multi Qubit Quantum
Channel 5 State Free) (Authenticated) Measurement Memory
reparation
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Use-case for future T Alliawee

FLAGSHIP

Quantum Internet V@ OUANTUM
| o

Q”a""”m D'g'tal Signing classical messages with quantum bits
signature

Quantun_wr Anonxmqus Sending messages on a quantum network without revealing the sender
ransmission

Unforgeable and unclonable tokens object that could be circulated

Quantum Money T T

Delegated quantum Encrypting programs and executing them remotely on a quantum
computing [NE
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Use-case for future

Quantum Internet

New Threat models on authentication

Design an authentication system using unclonable quantum tokens

Aggregation of sensitive data from mistrustful parties

Make privacy by-design long-term secure with the help of quantum resources

Cross-platform finance

Design a Quantum SWIFT system
secure cross-chain operations using unforgeable quantum tokens

Data Privacy with Quantum Machine learning

Use the noise of quantum networks to make QML private by-design




Current Pain Point Quantum Cloud Provider

DB SERVER
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Quantum-safe quantum cloud infrastructure

Qline: clients' data encryption

Gate teleportation: computing on encrypted quantum data



Quantum Computing Mission

The mission seeks to drive the development of test-beds and applications to
underpin further growth of a UK quantum computing sector capable of
delivering quantum advantage in 2025

The funding is supporting a number of delivery strands: | ! National Quantum Strategy

* Up to £30 m for the Quantum Computing Testbed Development call -
competition launched 21 Aug, closes 4 Oct

« £6 m Software-Enabled Quantum Computation call with EPSRC — launched 12
Dec 2022, closed 1 February 2023

+ £8 m Feasibility Studies in Quantum Computing Applications call with Innovate
UK - launched 13 Feb 2023, closed 29 March 2023

« £6 m investments directly through the NQCC:
* Innovation Hub at Harwell Campus

» User engagement programme, SparQ, and quantum readiness training
* Quantum computing as a service (QCaaS) P :

. Demonstrate quantum
advantage by 2025"




Policy paper

National Quantum Strategy Missions

Updated 14 December 2023

 Mission 1

« By 2035, there will be accessible, UK-based quantum computers capable of
running 1 trillion operations and supporting applications that provide benefits
well in excess of classical supercomputers across key sectors of the
economy.

« Mission 2

* By 2035, the UK will have deployed the world’s most advanced quantum
network at scale, pioneering the future quantum internet.

e Mission 3

« By 2030, every NHS Trust will benefit from quantum sensing- enabled
solutions, helping those with chronic iliness live healthier, longer lives
through early diagnosis and treatment.

« Mission 4

* By 2030, quantum navigation systems, including clocks, will be deployed on
aircraft, providing next-generation accuracy for resilience that is independent
of satellite signals.

« Mission 5

« By 2030, mobile, networked quantum sensors will have unlocked new
situational awareness capabilities, exploited across critical infrastructure in
the transport, telecoms, energy, and defence sectors.



By 2028, extending beyond the NISQ-era with 10 a million quantum operations, which will
enable the exploration of applications associated with the simulation of chemical processes,

helping to improve catalyst design for example.

By 2032, demonstrating large-scale error correction capabilities with 10 billion quantum

operations, with applications including accelerated drug discovery.

By 2035, achieving quantum advantage at scale through reaching 10 a trillion quantum

operations, enabling applications such as optimising the production of clean hydrogen.



Quantum Utopia: Secure Quantum Data Center

Qline
CLE
,

.'/— .
( ©Qline
\

Co Y



