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Hidden Subspaces [Aaronson-Christiano’12]

Provably secure from iO [Z’19]

iO impractical, no other known instantiations

✓
✘

Does not seem amenable to quantum lightning
• Need to know subspace to mint, knowledge 

of subspace allows for minting many copies

✘

Major open question: (non-evasive) obfuscation 
of subspaces without iO



Walkable Invariants [Farhi-Gosset-Hassidim-Lutomirski-Shor’10, Liu-Montgomery-Z’23]

I

Can prove under knowledge assumption 
+ statistical assumption [Liu-Montgomery-Z’23]
• Knowledge assumption questionable [Z’24]
• Seems hard to analyze under “nice” assumptions

?

Readily gives quantum lightning ✓

Does not seem amenable to OSS
• Inherently not collision-resistant

✘

Practicality unclear
• Knots: what’s the security parameter?
• Isogenies: currently incomplete protocol

?



Commuting Unitaries [Kane-Sharif-Silverberg’21]

<latexit sha1_base64="xeB0p5A5bwT+MFvUhjuUi3QKsmM=">AAAB9HicbZDNSsNAFIVv6l+tf1WXbgaL4KokItWNUHTjsoJpC20Ik+mkHTqZxJlJoYQ+hxsXirj1Ydz5Nk7TLLT1wIWPc+9l7pwg4Uxp2/62SmvrG5tb5e3Kzu7e/kH18Kit4lQS6pKYx7IbYEU5E9TVTHPaTSTFUcBpJxjfzfudCZWKxeJRTxPqRXgoWMgI1sbyXN92fefGlCG/WrPrdi60Ck4BNSjU8qtf/UFM0ogKTThWqufYifYyLDUjnM4q/VTRBJMxHtKeQYEjqrwsP3qGzowzQGEsTQmNcvf3RoYjpaZRYCYjrEdquTc3/+v1Uh1eexkTSaqpIIuHwpQjHaN5AmjAJCWaTw1gIpm5FZERlphok1PFhOAsf3kV2hd1p1FvPFzWmrdFHGU4gVM4BweuoAn30AIXCDzBM7zCmzWxXqx362MxWrKKnWP4I+vzB8ywkNY=</latexit>

U0U1 = U1U0

Only known instantiation (quaternion 
algebras) needs more study
• Efficiency? Security?

?

Does not seem amenable to OSS
• Basically no classical structure ✘

Open question: Find other instantiations



Abelian Group Actions [Z’24]

<latexit sha1_base64="vLzo5jtBW7JfUpwOyRmsXK0owgs=">AAACEnicbVC7TgMxEPSFd3gFKGksAhJQhDvEq0TQUCGQCETKhcjnbC4WPtuyfYjoyDfQ8Cs0FCBES0XH3+CEFJAw0kqjmV3t7kSKM2N9/8vLjYyOjU9MTuWnZ2bn5gsLi5dGpppCmUoudSUiBjgTULbMcqgoDSSJOFxFN8dd/+oWtGFSXNi2glpCYsGajBLrpHphI1wNlZbKytCkST3GcJ2x7VAxHLe2Tjv38eZdqImIOdQLRb/k94CHSdAnRdTHWb3wGTYkTRMQlnJiTDXwla1lRFtGOXTyYWpAEXpDYqg6KkgCppb1XurgNac0cFNqV8Linvp7IiOJMe0kcp0JsS0z6HXF/7xqapsHtYwJlVoQ9GdRM+XYStzNBzeYBmp52xFCNXO3YtoimlDrUsy7EILBl4fJ5XYp2Cvtnu8UD4/6cUyiZbSC1lGA9tEhOkFnqIwoekBP6AW9eo/es/fmvf+05rz+zBL6A+/jGwbqnbc=</latexit>
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Provably secure under “reasonable” 
assumptions + black box model for 
isogenies

✓

Should be practical with fault-tolerant QC

✘

✓

Isogenies only known instantiation

Does not seem amenable to OSS
• Inherently not collision-resistant

✘



“Fractured Subspaces” [Amos-Georgiou-Kiayias-Z’20]

Poor understanding of candidate security ✘

Uses impractical obfuscation ✘
Assuming collision resistance, gives OSS ✓

Open question: Security justification in black-box model



Speculative: Quantum Obfuscation

[Unruh’16] gives quantum oracle relative to which OSS exist

Can we obfuscate this oracle?

Note: existing quantum obfuscation schemes only for classical input/output
[Bartusek-Malavolta’20, Bartusek-Kitagawa-Nishimaki-Yamakawa’23, Bartusek-Brakerski-Vaikuntanathan’14]


